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SYLLABUS

Course Code: 24DLCSAEQ02 Credits: 1

Network Protocol Lab

Course Objectives

To understand and implement the basic concepts of Transmission Control
Protocol/Internet Protocol and associated functions.

To acquire programming skills in Implement various technologies and services
associated with network protocols along with the challenges of data transfer.
Implement the importance and functioning of Routing Protocols over
communication service.

To acquire skills to connect two routers and any two switches.

To comprehend related to SSH protocols and accessing the remote device.

Implement the following using Linux / Windows environments
1. Implement the following commands

a. ipconfig
b. ping
c. traceroute
d. netsat
e. nslookup
Implement the following server commands
a. ifconfig
b. ip
c. tracepath
d. ss

e. tcpdum

3. Connect and place the given file in the FTP server

4. Install packet tracer and connect a computer to router, switch and get a Icmp request
5. Implement the SSH protocols and accessing the remote device

6.
7
8
9.
1

Connect any two switches and get the status of each switches

. Connect two routers and get packets from the routers.
. Get the access of the router by connecting with working computer

Identify the route password of server and get the connection using telnet

0.Install wire shark for capture and analyse the packets (TCP /UDP)
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Course Outcomes
On the successful completion of the course, students will be able to

Comprehend the programming skills the SSH protocols and accessing

CO1: : K1-K6
the remote device
. |Understand and implement the various functioning of Routing Protocols
CO2: o : K1-K6
over communication service
COa3: [Evaluate the use of FTP server K1-K6
CO4: Design to Connect any two switches and get the status of each switches| K1-K6
CO5: Solve to Connect two routers and get packets from the routers K1-K6

K1-Remember, K2-Understand, K3-Apply, K4-Analyze, K5- Evaluate, K6- Create

Mapping Course outcomes with Programme outcomes

COs | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PO9 | PO10 | PO11 | PO12
COol| S - - - - L - - - - - -
COo2| S - M - M L - - - - - -
CO3| S - S - S L - - - S S S
Co4| S - S - S L - - - S S S
CO5| S - S - S L - - - S S S
S-Strong; M-Medium; L-Low
Extra lab tips & checklist

Always run privileged commands as Administrator (Windows) or sudo/root
(Linux).

Use ss instead of netstat on newer Linux distributions.

Prefer SSH over Telnet in real environments. Telnet is insecure (cleartext
credentials).

When using packet capture tools, get written permission for networks you do not
own.

For Cisco devices in Packet Tracer use show running-config, show interfaces, show
ip route, debug ip icmp (lab-only) to inspect behavior.

When showing sample outputs in reports, label them as example output.

Important Safety & Access Notes

Run commands requiring elevated privileges as Administrator (Windows) or with

sudo/root (Linux).

Use SSH (secure) instead of Telnet (insecure) for real networks. Telnet is only

shown for controlled lab environments.

Only capture traffic or attempt password recovery on devices and networks you own
or have explicit permission to test.
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Ex. No. 1 Implement the following client/host commands

a) ipconfig (Windows) / ifconfig (Linux) / ip addr (modern Linux)

Aim:
Display network interface configuration (IP, mask, gateway, MAC).

Procedure (Windows):
1. Open Command Prompt as Administrator.
2. Run: ipconfig /all

Sample Input & output Screenshot (Windows ipconfig /all):

Ethernet adapter Ethernet:
Connection-specific DNS Suffix. :
Description...........: Intel(R) Ethernet
Physical Address. .. .....:00-1A-2B-3C-4D-5E
DHCP Enabled. ........:Yes
IPv4 Address. . .........:192.168.1.50(Preferred)
Subnet Mask . ..........:255.255.255.0
Default Gateway . ........:192.168.1.1

&% Command Prompt - O X

C:\Users\sures>ipconfig

iindows IP Configuration

Ethernet adapter Ethernet:

Media State : Media disconnected
Connection-specific DNS Suffix

ireless LAN adapter Local Area Connection® 11:

Media State : Media disconnected
Connection-specific DNS S

Wireless LAN adapter Local Area Connection® 12:

Media State : Media disconnected
Connection-specific DNS Suffix

Ethernet adapter VMware Network Adapter VMnetl:

Connection-specific DNS Suffix

Link-1o IPV6 Address . . . . . : fe80::4b84:c2b0B:2024: ccee¥%b
IPv4 Ad

Subnet

Default Gateway . . . . . . . . . $

Ethernet adapter VMware Network Adapter VMnet8:
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Procedure (Linux):
1. Open terminal. For legacy: sudo ifconfig -a
2. Modern: ip addr show or sudo ip a

Sample Input & output Screenshot (Linux):
2: enp3s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP

link/ether 00:1a:2b:3c:4d:5e brd ff.ff.ff:ff.ff.ff
inet 192.168.1.50/24 brd 192.168.1.255 scope global dynamic enp3s0

Command Prompt - g X

Ethernet adapter VMware Network Adapter VMnet8:

Connection-specific DNS Suffix

Link-local IPv6 Address : fe80::81f3:bfba:7f2b:7551%3
IPv4 Address. . . . . . . . . . . : 192.168.

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . :

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

IPv6 Address. . . . . . . . . . . : 2401:4900:6083:62f9:b16b:4bef:da30:b700
Temporary IPv6 Address. . . . . . : 74:2fa4:24a8:51a5
Link-local IPv6 Address . . . . . : 6 b:2baf%7

IPv4 Addres

Subnet .255.255.0
Default Gateway e80:: :6dff:fecd:42bck7
192.168.82.200

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

C:\Users\sures>
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b) ping
Aim: Test reach ability and measure round-trip time (ICMP).

Procedure (Windows & Linux):
1. Open terminal.
2. Run: ping <destination> (Windows defaults to 4 pings; Linux continues until
stopped — use - to set count).
Examples:
ping -n 4 8.8.8.8 (Windows)
ping -c 4 8.8.8.8 (Linux)

Sample Input & output Screenshot:
Pinging 8.8.8.8 with 32 bytes of data:
Reply from 8.8.8.8: bytes=32 time=18ms TTL=118
Reply from 8.8.8.8: bytes=32 time=19ms TTL=118
Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received =4, Lost =0 (0% loss)
Approximate round trip times in milli-seconds:
Minimum = 18ms, Maximum = 19ms, Average = 18ms

¥ Command Prompt - O

C:\Users\sures>ping google.com

Reply from 2404
Reply from 2404
Reply from 2404
Reply from 2404:

Ping statistics for 2404:6800:4007:818::200e:

Packets: Sent = 4, Received = 4, t = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 53ms, Maximum = 61ims, Average = 58ms

C:\Users\sures>
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c) traceroute (Linux)/tracert (Windows)
Aim: Show the path (hops) packets take to reach a host.

Procedure (Windows):
e tracert example.com

Procedure (Linux):
e traceroute example.com or tracepath example.com

Sample output Screenshot (tracert):
Tracing route to example.com [93.184.216.34]
1 <Ims <Ims <1ms 192.168.1.1
2 10ms 9ms 9ms 10.0.0.1
3 18ms 17ms 17 ms 203.0.113.1
4 21ms 21ms 21ms 93.184.216.34
Trace complete.

Command Prompt _ B e

C:\Users\sures>tracert www.google.com

Tracing route to www.google.com [2484:6800:4009:827::2004]
over a maximum of 30 hops:

;  2401:4900:6083:6219::28
2401:4900:20:48::1
2401:4900:5a64:12::1
2404:2800:3200:1: :4¢5
2404:23800::92

2 ms
63 ms
59 ms
66 ms

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms 9 L 5

ms s boml2s514-in-x084.1e100.net [2404:6800:4009:827::2004]

v
00N W
v

~l

67 ms
61 ms
61 ms
76 ms

S sl N 00 0o
R e R e NV BV |
Oh S 0O~ 00 WO W W

10 114 ms
11 92 ms
12 110 ms
13 86 ms

N0 oo
=

~N W Wy

Trace complete.

C:\Users\sures)
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d) netsat — likely netstat (Windows/Linux)
Aim: Display network connections, listening ports, and routing table.

Procedure:
1. Windows: netstat -ano (shows PID)
2. Linux: sudo netstat -tulpn or ss -tulpn (ss is preferred)

Sample output Screenshot (netstat -ano):
Proto Local Address  Foreign Address State  PID
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING 1234
TCP 192.168.1.50:5000 203.0.113.5:443 ESTABLISHED 4321

Command Prompt - 1 b

Address ate
G:0 ISTENTNG
ISTENING
STENING
ISTENING
ISTENING
STENING
STENING
STENING
STENING
STENING
STENING
STENING
STABLISHED
STABLISHED
STENING
STENING
ESTABLISHED
STABLISHED
ISTENING
STENING
ISTENING
STENING
STENING
ISTENING
STENING
STENING
ISTENING
LNG
ISHED
HED
[2603:1040:400:0::]:443 ESTABLISHED
[2404:6800:4003;¢c01::bc]:5228 ESTABLISHED
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e) nslookup
Aim: Query DNS servers to resolve domain names to IPs and vice-versa.

Procedure (Windows & Linux):
1. nslookup example.com
2. (Optional) nslookup then server 8.8.8.8 then set type=mx etc.

Sample output Screenshot:
Server: dns.google
Address: 8.8.8.8

Non-authoritative answer:
Name: example.com
Address: 93.184.216.34

Command Prompt 5 o X

C:\Users\sures>nslookup google.com
i UnKnown
192.168.82.2060

Non-authoritative answer:

Name: google.com

Addresses: 2484:6800:4007:818::200e
142.256.183.78

C:\Users\sures>_

RESULT:
Thus all the network protocol client commends are successfully tested and executed.
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Ex. No. 2 Implement the server commands

a) ifconfig (legacy) & b) ip (modern)

Aim:
Configure and display network interfaces and addresses.

Procedure (Linux):
e Display: sudo ip addr show or sudo ifconfig -a
e Assign IP (example): sudo ip addr add 192.168.10.10/24 dev eth0
e Bring interface up/down: sudo ip link set ethO up / down

Sample output Screenshot (ip addr show):
3: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500
inet 192.168.10.10/24 brd 192.168.10.255 scope global eth0

a) ifconfig
] ubuntu@ubuntu: ~

: S ifconfig
3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST>= mtu 1500
inet 192.168.80.128 netmask 255.255.255.0 broadcast 192.168.80.255
inet6 feBO::20c:29ff:fe20:94 prefixlen 64 scopeid 0x20<link=>
ether 00:0c:29:20:00:94 txqueuelen 1000 (Ethernet)
RX packets 5096 bytes 6258628 (6.2 MB)
RX errors @ dropped 0 overruns 0 frame 0
TX packets 2075 bytes 220764 (220.7 KB)
TX errors @ dropped 0 overruns @ carrier ® collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid Oxl10<host=>
loop txqueuelen 1000 (Local Loopback)
RX packets 568 bytes 50567 (50.5 KB)
RX errors © dropped © overruns 0 frame 0
TX packets 568 bytes 50567 (50.5 KB)
TX errors © dropped © overruns @ carrier © collisions ©

E—
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[+1 ubuntu@ubuntu: ~ Q

) S ip address
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_Lft forever
inet6é ::1/128 scope host noprefixroute
valid_Lft forever preferred_ Lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP g
roup default glen 1000

Link/ether 00:0c:29:20:00:94 brd ff:ff:ff:ff:ff:ff

altname enp2sl

inet 192.168.80.128/24 brd 192.168.80.255 scope global dynamic noprefixroute
ens33

valid 1ft 1070sec preferred 1ft 1070sec
inett feB80::20c:29ff:Te20:94/64 scope link
valid _1ft forever preferred 1ft forever

s il
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C)  tracepath

Aim:
Determine path to destination and MTU along the path (Linux).

Procedure:
tracepath example.com

Sample output Screenshot:

1?: [LOCALHOST] pmtu 1500
1:192.168.1.1 0.281ms
2:10.0.0.1 8.760ms
3:93.184.216.34 20.112ms reached

ubuntu@ubuntu: ~

: S tracepath www.google.com
[LOCALHOST] pmtu 1500
gateway
gateway
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply
no reply

reply
no reply
no reply
no reply
no reply
no reply
oo many hops: pmtu 1500
Resume: pmtu 1500

£ =S
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d ss

Aim:

Socket statistics; view listening ports and established connections (replacement for

netstat).

Procedure:

e Enter “sudo ss —tulpn” in commend line in console

Sample output Screenshot:

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port Process

tcp LISTEN O 128
tcp ESTAB 0 O

[+

15 ss -t
State Recv-Q
Send-Q
4096
4096
4096
4096
1S ss -]
State Recv-Q
LISTEN ©
LISTEN ©
LISTEN ©
LISTEN ©

State

LISTEN
LISTEN
LISTEN
LISTEN

Recv-Q

Send -
4096
4096
4096
4096

TS I

Send-Q
1S ss -at

0.0.0.0:22

*k

users:((""sshd"”,pid=1111,fd=3))

192.168.10.10:22  203.0.113.5:54321
users:(("'sshd",pid=2222,fd=4))

ubuntu@ubuntu: ~

Local Address:Port

Local Address:Port
127.0,0.54:domain
127.0.0.53%lo:domain

127.0.0.1:1pp

[s2]sAapp

Local Address:Port
127.0.0.54:domain
127.0.0.53%1lo:domain

127.0.0.1:1ipp

[::1]):ipp
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Peer Address:Port
Peer Address:Port
0D050+:03%
0.0.0.0:*
0.0,0.0:"
[iisushliise

Address:Port
0.0.0.0:*
0.0.0,0:*
0.0.0.0:*
[raas]ine

Process

Process

Process
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e) tcpdum

Aim:
Capture and display network packets for analysis.

Procedure:
1. sudo tcpdump -i ethO (live capture)
2. Save to file: sudo tcpdump -i ethO -w capture.pcap
3. Filter e.g., sudo tcpdump -i ethO tcp port 80

Sample output Screenshot (text summary):
14:22:31.123456 IP 192.168.1.50.54321 > 93.184.216.34.80: Flags [S], seq 0, win 64240,
options [mss 1460,sackOK,TS], length 0

[+1 ubuntu@ubuntu: ~

: S dpkg -s tcpdump
Package: tcpdump
Status: Lnstall ok installed
Priority: optional
Section: net
Installed-Size: 1313
Maintainer: Ubuntu Developers =ubuntu-devel-discuss@lists.ubuntu.com=
Architecture: amdéd
Multi-Arch: foreign
Version: 4.99.4-3ubuntu4d
: apparmor-profiles-extra (<< 1.12~)
adduser, libc6 (== 2.38), libpcap0.8t64 (== 1.9.1), libssl3t6d (== 3.0.0)
Suggests: apparmor (== 2.3)
Breaks: apparmor-profiles-extra (<< 1.12~)
Conffiles:
Jetc/apparmor.d/usr.bin. tcpdump ebchb5¢c0c144de30d497¢c7843b6%9adal
Description: command-line network traffic analyzer
This program allows you to dump the traffic on a network. tcpdump
is able to examine IPv4, ICMPv4, IPv6, I1CMPv6, UDP, TCP, SNMP, AFS
BGP, RIP, PIM, DVMRP, IGMP, SMB, OSPF, NFS5 and many other packet
types.

It can be used to print out the headers of packets on a network
interface, filter packets that match a certain expression. You can
use this tool to track down network problems, to detect attacks

or to monttor network activities,
Homepage: https://www.tcpdump.org/
Original-Maintainer: Romain Francoise <rfrancoise@debian.org=

RESULT:
Thus all the network protocol server commends are successfully tested and

executed.
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Ex. No. 3 Connect and place the given file in the FTP server

Aim: Upload a file from a client to an FTP server.

Procedure (Windows CLI ftp):
1. ftp <server-ip>
2. Login with username/password.
3. binary (if binary file)
4. put localfile.txt remotefile.txt

Procedure (Linux using ftp or curl/Iftp):
1. ftp <server-ip> or
2. curl -T localfile.txt ftp://user:pass@server-ip/remotefile.txt
3. Or use Iftp -u user,password -e "put localfile.txt; bye" ftp://server-ip

Sample FTP session:
Connected to 192.168.10.100.
220 (vsFTPd 3.0.3)
Name (192.168.10.100:admin): userl
331 Please specify the password.
Password:
230 Login successful.
ftp> binary
ftp> put report.pdf
200 PORT command successful.
150 Ok to send data.
226 Transfer complete.
ftp> quit

Periyar University — CDOE | Self-Learning Material
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Screenshots:

Enable and Configure FTP Server:
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Open Internet Information Services (11S) Manager
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RESULT:
Thus all the FTP Operations are successfully tested and executed.
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Install packet tracer and connect a computer to router,

Ex. No. 4 switch and get a lcmp request

Aim:
Use Packet Tracer to simulate a small network and validate ICMP (ping) between
PC and router.

Procedure:
1. Install Cisco Packet Tracer on Windows/Linux (follow installer).
2. Create topology: add PC — Switch — Router; connect with appropriate cables.
3. Assign IPs (PC: 192.168.1.10/24, Router interface: 192.168.1.1/24).
4. On PC, open command prompt (in Packet Tracer) and run ping 192.168.1.1.

Sample output (Packet Tracer PC):
Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<ims TTL=255
Reply from 192.168.1.1: bytes=32 time<ims TTL=255

Notes:
If no reply, check interface state (no shutdown) and cabling.

Sample Input & output Screenshot:
Place router, switch and PC
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Connect with Copper Straight through Cable
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Set IP address and Default Gateway for PC
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Ping the router IP address to get ICMP request

iERN20radart aacaomEgw ™™
STo@a@ fome g B

RESULT:
Thus all the Router Operations are successfully tested and executed.
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Implement the SSH protocols and accessing the remote

Ex. No. 5 )
device

Aim: Securely connect to a remote device using SSH and verify authentication and
connectivity.

Procedure (Linux client to server):
1. Ensure SSH server installed on target: sudo apt install openssh-server and sudo
systemctl start ssh.
2. From client: ssh user@server-ip (or ssh -p 2222 user@server-ip if custom port).
3. Use key-based auth: generate key ssh-keygen, copy public key: ssh-copy-id
user@server-ip.

Sample output (client):
$ ssh user@192.168.10.100
user@192.168.10.100's password:
Welcome to Ubuntu 22.04 LTS (GNU/Linux 5.15.0-...)
user@server:~$

Windows:
e Use PowerShell ssh user@server-ip or PuTTY.

Security note:

Disable password auth if using keys, change default port, and allow only required
users in /etc/ssh/sshd_config.
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Sample Input & output Screenshot:

) S suwdo apt upoate
Hit:) http://packages.nicrosoft.con/repos/cade stable InReloase
HLT:2 hitp://in.archive ubunty.com/udunty juu*y InRelease
HLL:3 http://in.archive ubuntu.com/ubunte Jammy-updates
MLL:a http://asecurity . ubuntu.com/udbunty jarmy-security
Hit:S http://in.archive.ubontu.com/ubuntuy janmy -0ackports
Reading package lists... Done
Bulliding dependency tree. Done
Reading state Information, .. Done
225 packeages can be upgraded, Run ‘apt Tist --upyradable

.

¢

1S swdo ) natall openssh-server
3 Done
t“':\p .. r‘)r C

Reading package list
Sullding dependency
feading state \nformatior Oone

openssh-server (s already the pewest version (1:8.9p1-3

8 upgraded, @ newly Iinstalled, €& t0 remove and 225 not upgraded

S sudo systenctl start sshd.service
Sudo systemctl status sshd.servic
Service Opents Secure Shell serye
Loaded: loaded (/iib/systenmd/systen/ss abled; vendor preszet: enabled)
Active: since Thu 262 g $143: ST, 285 ago
Docs: man:sshd(s)
%)

sbin/sshd - codesexited, stalus=0/50CCESS)

NHemory:
CPU:
CLroud:
ener] 0 of 18-160 startups
virtual-nachine t Starting OpenBSD Secure Shell server..
virtoal-machine he §9): Server Listening on 8.0.08.0 port 22Z.
virtual -machine ssht »8 ! Server '\'Y\"f\"ll; on :: port 22
-yirtual-machine systend11: Started OpenBSD Secure Shell
ifconfig
NULTICAST>
S.255.255.0
ifet:5612:4000 2 prefixlen
129:40:00:600 txgueuelen 1868 (Ethernet)
T256 Dytes 773666% (7.7 MB)
3 drogped O overruns @ Trame
pocketls 4284 bytes 326740 ¢ T KB)
err ® dropped 8 averruns carrier B collisions @

130s=73<UP  LOOPBALCK , RUNNING>
tnet 127.4.48.1 netnask 255.0.6.0

Lnetd 1:1 prefixlen 124 copeld Oxltc<hos
Lloop ‘txqueuelen 104 (Local Loopback)

RX packets ytes 266657 (766.6 KB)
RX errors ® overruns 8 frame
X pach 212 yte 266657 (266.6 KB

X #rro . dqropped O averruns o carrier o
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RESULT:
Thus the SSH Protocol are successfully tested and executed.
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Connect any two switches and get the status of each

Ex. No. switches

Aim:
Physically or virtually connect switches and verify interface and VLAN/status
information.

Procedure (in Packet Tracer or real Cisco switches):
1. Connect switchl port Fa0/1 to switch2 Fa0/1.
2. On each switch, enable and check interfaces:
show interfaces status
show vlan brief
show cdp neighbors (if CDP enabled)

Sample outputs:
Switch# show interfaces status
Port Name Status VIan Duplex Speed Type
Fa0/1 connected 1  a-full a-100 10/100BaseTX
Fa0/2 notconnect 1  auto auto
Switch# show cdp neighbors
Device ID Local Intrfce  Holdtme Capability Platform Port ID
Switch2 Fa0/1 120 S| WS-C2960 Fa0/1
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Sample Input & output Screenshot

2960-24TT 2060-24TT
Switch4 SwitchS
® switchs - m|

Physical Config Atiributas

0S5 Command Ling inferface

Copyright (c) L158€-2005 by Cisco Systams, Inc.
Compiled Wed l2-0Occ-05 22:05 by pt_team

Press RETURH to get started!

SLINE-5-CHRANGED: Interface FastEthernstd/l, changed state to up

SLINEPROTO-5-UFDOWNH: Line protocol on Intercface FastEcthernetl/l,

changed state toc up
RLIRE-3-UPDOWH: Intcerface FascEthernectl/l, changed state to dowm

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernetd/1,
changed state To down

SLINE=-5-CHANGED: Interface FastEthernetrid/l, changed state To up
SLINEPROTC=5-UPDCHN: Line protocol on Interface FastEthernetd/l,

changed state tTo up

Swicch>
Switch>enable
Swicchishow ip intezface b!llﬂ

Cirt+F8 to ext CLI focus Copy Paste

[ Top
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¥ switchs 0 X
Physical Config CL! Attributes
I0S Command Line Interface
Switchgshow ip interface brief »
Interface IP-Address OK? Method Status
Protocol
FastEthernetlH/1L unassigned YES manual up
up
FastEthernet(/2 unassigned YES manual down
down
FastEthernetl/3 unassigned YES manual down
down
FastEthernetl/4 unassigned YES manual down
down
FastEthernet(/S unassigned YES manual down
down
FastEthernetl/¢€ unassigned YES manual down
down
FastEchernet0/7 unassigned YES manual down
down
FastEthernet(/8 unassigned YES manual down
down
FastEthernetl/S unassigned YES manual down
down
FastEchernetl/10 unassigned YES manual down
down
FastEthernet(/11 unassigned YES manual down v
SERREISY
Cirl+F6 to exit CL| focus Copy Paste

(] 7op

RESULT:
Thus the two Switches are connected successfully and tested.
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Ex. No. 7

Connect two routers and get packets from the routers

Aim:

Configure routing between two routers and verify inter-router connectivity and
packet flow.

Procedure (Packet Tracer / Cisco 10S):

NIk owDdE

Connect routers R1 and R2 via serial or Ethernet.

Configure interfaces and IPs:

R1(config)# interface Gig0/0

R1(config-if)# ip address 10.0.0.1 255.255.255.0

R1(config-if)# no shutdown

Configure R2 accordingly (10.0.0.2/24).

Test: ping 10.0.0.2 from R1.

Optionally configure static routes or dynamic routing (e.g., router ospf 1/
network ...).

Sample output (ping between routers):

R1# ping 10.0.0.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
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Sample Input & output Screenshot
Add or Place Routers, Switches and PC’s

¥ Caco Packet Teem - o

M I Dpmwa Vew Tow fowaszs e ey
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aerh Poute

Fior
ydnFeeZ 07 ZEZREATE | Do = = - o v -

Connect Routers, Switches and PC’s using Coper Straight Through Cable:

¥ Csco Pachet Tncer

MNe tf Opmw VYew Tese Dewesses  Wiedss

EEN20sfa @A aapmB E=E ?
Z:.; ."" ]

':; Lomr.a! |

Physial = e v 2

J J’ -‘l-/, n Q ’_{ / "I ':,-.' 5 5{5‘ 5 / / D r—— e Lsd B Sooros Deyingtonr Tyge Coor Twipec Jeuex N 19

<) ¢ |
~ EE -
- v Copper Srm -

Periyar University — CDOE | Self-Learning Material 34



Connect Between Two Routers using DCE Cable with Serial Port
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Assign IP Address for PC1
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Assign IP for Routerl:

.
EENBOLA#A01 QAQACE ERE 5, 1 ?
ZTo@ls Bsrme @ O , e |
,, — - — Pyl ) L Yt
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EEN2O0LfAAArT QAN D ERE —

Soals fBrmed N

Physical jx 12 ¢ 4

RESULT:
Thus the Router Protocol commends are successfully tested and executed.
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Get the access of the router by connecting with working

Ex. No. 8
computer

Aim:
Access router CLI from a PC via console, SSH, or Telnet.

Procedure:
e Console cable: Use terminal emulator (PuTTY, minicom) on PC, set baud
9600,8,N,1.
e SSH/Telnet (networked): ssh admin@router-ip or telnet router-ip (Telnet insecure).

Sample console connection (login):
Router con0 is now available
Press RETURN to get started!

Router> enable
Router# configure terminal
Router(config)#

Sample Input & output Screenshot:
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¥ Router0 — 0 X

Physical Config (LI Aftributes

0S Command Line Inferface

memory. A
Processor board ID FTX152400KS

2 Gigabit Ethernet interfaces

2 Low~speed serial (sync/async) network interface(s)

DRAM configuraticn is €4 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

24505¢€K bytes of ATA System CompactFlash 0 (Read/Write)

~== System Configuration Dialog ===~

Would you like to enter the initial configuration dizslog? [yes/nol:
no

Press RETURN to get started!

Router>

Routerssnable

Routesgconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #hostname myrouter

myrouter (config) gexic v

Ciri+F6 to exit CLI focus Copy Paste

(] 7op

RESULT:
Thus the Router Protocol commends are successfully tested and executed with
Computer System.
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Identify the route password of server and get the

Ex. No. 9 ) i
connection using telnet

Important safety note:

Attempting to discover or crack passwords is unauthorized and often illegal. No
one cannot help with instructions to discover or bypass passwords on devices you do not
own or have explicit permission to test. Below is the safe, permitted lab version.

Aim:
Demonstrate Telnet access to a router/server using a known username/password in
a lab environment (or show how to reset/recover access on devices you own).

Procedure (lab):

1. Ensure Telnet server enabled on target (for lab only): sudo apt install xinetd telnetd
(or enable on router). Note: Telnet is insecure — prefer SSH.

2. From client: telnet server-ip then login with provided lab credentials (e.g., labuser /
labpass).

3. If you own the router and forgot the password, follow vendor's official password
recovery procedure (console access + reload + break sequence). Consult router
vendor docs.

Sample Telnet session (lab credentials):
$ telnet 192.168.10.100
Trying 192.168.10.100...
Connected to 192.168.10.100.
Escape character is "*]'.
login: labuser
Password:
Welcome to LabRouter
LabRouter> enable
LabRouter#
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Sample Input & output Screenshot:

¥ Router? — O X

Physical Cn::nﬂﬁ CLI  Attributes

GLOBAL GigabitEthernet0/0
Settings Port Status On
Algorithm Settings Bandwidth 1000 Mbps 100 Mbps 10 Mbps Auto
ROUTING Duplex Half Duplex Full Duplex Auto
Static MAC Address 00ED.F7BB.CENM
RIP IP Configuration
SWITCHING IP Address 19216611
VLAN Database Subnet Mask 255 255 255 10
INTERFACE
| GigabitEtherneto/0 | | |Tx Ring Limit 10
GigabitEthernet0/1
Serald/3/0
Serald/3/1

Egquivalent 105 Commands

El(config-if) #exit

Rl (config) #interface GigabitEthernet0/0

El (config-if)#

El(config-if) #exit

El (config) #interface GigabitEthernet(/0 I
El (config-if)#

[] Top
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® Routert

Physical Conmig Ll Agndutes

0S Command Linz Interface

Routerd>enzble

Routerjcesfigure terminatl

Erter configuracion oossands, -coe per
Reuter [coafig)§ rface gicab
Router [coefig-if}Fip address 152
Router [coafig-if}fexit
Reuter [ceafig) $hostname
Bl |config}Faxit

is

$535-S-COBFIE I: Configursd from comscis by comsols

Rijconfigure Terminal

configuration cossands, -coe per iine.
config}Fenable password cisco

Bl |config}fline vty O 2

Bl |config-line}#password class

Bl |config-line)$login

config-line)fexic

Bl |config}Fuscrnams  adwin password 2deinl23

Bl |config-lim
Bl |config}#axit

comscis by comsois

g configuratiom...

Rijconfigure ierminal

En configuration coxmands,
Bl |config}Finterface SigabitZthe:
Bl |config-if)#no shutdowm

Bl |config-ifi$
$LINE-5-CERNCED: Im

$LINEPROTO-5-UPDOEN: Lins protocol om Iateriace chasged -state te oo
$LINEPROTO-5-UPDOEN: Lims protocol om Interfac yitEthernetd/0, cha=mged state to dowm
$LINEPROTO-5-UPDOEN: Lins protocol om Iateriac sitEtheraetd/0; chasged state te up

Bl |config-if) §=xit
Bl |config}Finterface SigabitZthernetd/o
Bl |config-if)#
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B pc3

Physical Config Desktop Frogramming Attributes
I

IP Configuration

Interface FastEthernet0
IP Configuration

() DHCP O static

IP Address 192 168.1.2
Subnet Mask 255 2552550
Default Gateway 192 16811
DMNS Server 0.0.0.0

IPvE Configuration

() DHCP () Auto Config @) Static

IPvE Address

Link Local Address FE&B0::203:E4FF-FE38:6262
IPvE Gateway

IPvE DMNS Server

802.1X
(] Use 802.1X Security

Anthenticratinn AME

() Top
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¥ pca

Physical Config Deskiop Frogramming Attributes
|

Command Prompt

(4]

from
from

tn

from
from

Li1 tnon LI'I
tn

o

RESULT:
Thus the Telnet commends are successfully tested and executed.
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Ex. No. 10 Install wireshark for capture and analyse the packets (TCP /UDP)

Aim:

Capture network traffic and analyze TCP and UDP flows.

Procedure:

1

2.
3.
4.
S.

Install Wireshark (Windows installer / sudo apt install wireshark on Debian/Ubuntu).
Start Wireshark as Administrator/root or allow non-root capture per OS docs.
Choose interface and click Start.

Use capture filter (optional): tcp, udp, host 192.168.1.50, or port 80.

Stop capture and analyze: follow TCP stream (right-click — Follow — TCP
Stream), inspect headers and flags, use display filters like tcp.port==80 &&
ip.addr==93.184.216.34.

Sample Wireshark:

Tip:

Frame 124: 74 bytes on wire (592 bits), 74 bytes captured

Ethernet 11, Src: 00:1a:2b:3c:4d:5e, Dst: 00:0c:29:6d:8e:2a

Internet Protocol Version 4, Src: 192.168.1.50, Dst: 93.184.216.34

Transmission Control Protocol, Src Port: 54321, Dst Port: 80, Seq: 1, Ack: 1, Flags
[S, ACK]

Save capture as .pcap and open later or import into analysis tools.
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Sample Input & output Screenshot:
Capturing and Analyzing WIFI signals

i o oy n eyt S B8 Command Prampe
"o XT - a8 & .

aaton

1404 14000

3 teonTe

007 F1a

S0 83
197.348.42

o J& bytes castured (902
8¢y, Dst:
2408

av)ie,

Analyzing TCP Signals:

> id .
Fie 42 View i Cagrtery ldephary  Srsies Tecls Melg
mas : = =9848@4W
§ ofp pot = BO Bl -+
W Tre

Destnmon
SO 102 5I0eeT 1283
29 104, 1% ()

Frame 3081 141 3y1es o0 wire (1

aoTuted (1135 DIts) on
Liserret o

LiteonTacho £o: 0¥ elsds ion e |Barbried!

Internet Protocel Yereisn 4

Transsission Costral Protacc

Hegertest Tranafer P

Periyar University — CDOE | Self-Learning Material 46



Capturing and Analyzing UDP Signals:

M Copturmg from W5-Fi - 0 X
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350 07.932067 502,163 43,0 152.508,40.0 on T Stargmcd gaecy GA0TAT 4 wewigocgle. ree
238 93315547 192,168,438 $52,388.43.1 e T4 SEM0000 query BNESSE AMAL Www grogis. com
1 92 9951 102168231 182,368,430 e W Stadisers guery feiperae Bablel A sveigiigle.tom 4 242 3% 192,153
303 022355 102.108.43.1 pEE TS NN | e 10) Steccers query Twapee EISIE ASAA e, @ocgiel TEm ALK 40453001 4009:375: 230

. -33103.319687 192,158,438 137.562.43.1 ms a3 StWﬂ GeTy Hecsi0 4 <mm-m~m-.wmtu.co-

o R ALY 102 M8 TS A3 ECS Ae ty - ORCH UL can 4 EEE 25, 100,00 A JHS LEINN0.9E A 105 NS
223 349.2478%)  3102.168.65.4 132.30,451 e T4 Stansad geecy QeTfa3 A login. live.cs
T W5, B0 92,158,438 LSS M| s T4 Standerd aeery Warcil UM Togialilve, com
3M 135 80150 292.168.23.8 152,108,431 e 74 Standerd query GO¥AL A login. llve.ros
2% 1A5.401020 02108550 192,508,431 ™y T4 Stetsers geery Geeslf AMAA lzgin e com
AN JAR ART604 929641 13 RS IV Stasard geery ressnse @Il 4 lapin.dlse cor OWN Jogin sss.mpivestity -com OB s trlg. prod. sadess . o s
327 138 387504 9R.163.43,1 JEP NN s ALY STanserd qeery respange Breclb ASAL 1ogin. Llve, com OMME 10gin.esd aaldartity. con CNUS e T LG D20, 200053 B
220 148 4ipakl 202,108,851 th.i08. 450 s 487 Statrturd detry fespotie BaecdB AMAA login.ilse,dom OIS Jogin.sag maltost ity con CHAME swm. .t lg. orod, dsdesa. o

—- - - __llmﬂrma.m_mm!l:! - .u- ;
Frast Y041 181 Ujies b wire [334E B3E4), 3L bytes £AStUFEd (3348 BUEL) &n Entertace \DevIce]| c 31 8% 01 %1 o5 6a 0F " & e
Sthecret 11, Src: BazOf:el:dcicmilec (Ga:@f-el:dczce:dc), Dst: LiteonTechna 63 :51:e% m.u-m ¢ g:::::"::” ::::l
s« t
Taternet Protocol Versisn 4, Srci 191, 068.43,3, Dot 137,368,436 26,0 5h 00 45 88 13 &3 245578
User Datagram Protocel, Seq Part: 53, Dex Port: S5197 §5 74 75 3¢ 83 5063 63 6 74 T3
Dzsain Name Systaw (rwsponas) LR LR B N ¢ 90 81
MW A MD T 2L S
90 90 90 00 4 b 72 b 40 ©P Oc 00 01 09 05 09
00 90 90 08 04 b3 74 be 21 < Ac 99 OF 0D 81 09
OF 00 03 0% B4 5o L S5 41 0 HC B9 01 0F 1 N
G0 0. 02 00 04 bE 74 be 13 cd Gc B 01 00 O e
WAL 00 M T bI T IR0 G 0T N0 W
0698 95 B8 04 57 03 35 E) < 0c 06 03 B3 01 8
)00 00 06 08 U4 5= b3 Sz 40 < 6c 08 01 00 O OF
00 00 @2 00 04 Tz b %z 3] oF Gc 00 01 DX 01 00
90 90 3209 4 b3 72 be 1 <3 Gc 90 83 9 01 9
00 36 82 25 94 b3 7a be 11 B 8¢ 98 91 0 8% M
™
4 } v G Meoseorpeoiogtee: X @ eale x | # = E
A0 2 EREQeauET IS S QR T & 0 5 gocglewmimnhiazThasssantoampiesctsapunmg-Hleiia. & D
b 4
e Tivwe Secree Destvuties. Prnacel Lengd WO
BOSEIWLEIGE LML WSS WIT MG Goo g|e Ths is an exampis of captrg HTTPREQUEE X & & Q
o 99 B ISHASE 185, 125,19R.37 152,568,408 wrre 298 WTTRAE )
TSES DS GETALL 192,180,438 91,008,959 wTTY M2 GET 5 WTTH
JALY Aos 410048 st e 19,000,308 wrer 13% nrrssly
12200 $43.439950  2OPS:ANI. JeD) GAct. M4IE1R0:ITILNNIE  ATTR WIOET fan-UEd AL g Wdeos  Shepeeg  WNE News ook Mare Tan
BT SLGNES S ATIEETY 2400 460 Sl idaeh. ATTRL BT HITRL ) M
ABS1E oS ESEM 192,088,208 5SS amn o 242 4ET £ oHYES)
JESIT T o S35, 0,97 RIS .43 e WA I‘
4 Al Overviow
& Lmen %]
. o
To capture HTTP requests in Wireshark, you tan do the falowing: )
1 Instid Wireshark W
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Wireshark
o Instal Wireshan.

RESULT:
Thus the TCP/UDP Protocol analysis are successfully tested and executed using
wireshark.
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Website References:
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